IIpuxka3 @eaepajabHON CIIYXKOBI O
TeXHUYECKOMY U IKCIIOPTHOMY KOHTPOJII0

(®PCTIK Poccun) ot 5 dpeBpans 2010 r. Ne 53
r. MockBa

«00 yrBepxaenun Ilosoxenusi 0 MeTogax v crmocodax
3a1UThl HHPOpMAIUU B MHPOPMAIIMOHHBIX CHCTEMAX
MEPCOHAJIBHBIX JAHHBIX))

Ony6nukoBano: 5 mapta 2010 r. B «Poccuiickoii razere» - @enepanbhblii Bemyck Ne 5125
Berynaer B cuiny:16 mapta 2010 1.

3aperucrpupoBad B Munwcre P® 19 ¢espans 2010 r.

Perncrpanuonnniii N 16456

B cootBercTBuu ¢ mynkrom 3 IlonoxxeHust 06 obecrieueHnH 0€30MacHOCTH EPCOHATBHBIX
JAHHBIX TPU UX 00paboTKe B MH(OPMAIIMOHHBIX CHCTEMaX NePCOHAIBHBIX TaHHBIX,
yTBEpkACHHOTO noctaHoBieHueM [IpaBurensctBa Poccuiickoit @enepauuu ot 17 Hosiops 2007
r. Ne 781 (Cobpanue 3akonoaarenbcrBa Poccuiickoi deneparmu, 2007, N 48, ct. 6001),

NpUKa3bIBaIO:

yTBepI[I/ITB ImpujaracMoc ITonoxxenue o METOAax U crocobax 3alIUThI I/IH(i)OpMaLII/II/I B
I/IH(bOpMaIII/IOHHI)IX CUCTEMAaX MECPCOHAJIBHBIX TaHHBIX.

Jupexrop ®enepanbHOil C1yKObI 10 TEXHHYECKOMY H IKCIIOPTHOMY KOHTpoJI0 C.
I'puropos

[Ipunoxenue

ITosi0:xeHne 0 MeToAAX U criocofax 3a1UThI MHGOpMauK B HHPOPMALMOHHBIX CHCTEMAax
NEePCOHAJbHBIX IAHHBIX

. O01mme mos10KeHus

1.1. Hacrosimiee Ilonoxxenue paspadbotano B cooTBeTcTBUHU ¢ [lonoxkennem 06 odecrieueHUN
0€30MacHOCTH MEePCOHATBHBIX TAHHBIX MPU UX 00paboTKe B MHPOPMAITMOHHBIX CHCTEMAX
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IIEPCOHAJIBHBIX TAHHBIX, YTBEPKIACHHBIM ITocTaHOBIeHUEM [IpaBuTenscTBa Poccuiickon
®enepanuu OT

17 vosi6ps 2007 r. N 781 (Cobpanue 3akoHonaTensctBa Poccuiickoit @eneparmn, 2007, N 48,
ct. 6001), 1 ycraHaBIMBaeT METOABI U CIIOCOOBI 3aIINTHI HH()OPMALIUH, IPUMEHSIEMbIE IS
obecrieyeHrs: 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX MPH UX 00paboTKe B MH(OPMAIIHOHHBIX
cHCcTeMax MepCOHANBHBIX JaHHBIX (Janee - HH(OPMAIOHHbBIE CHCTEMBbI) TOCY1apCTBEHHBIMU
opraHaMv, MyHUIIMIIAJIbHBIMU OpTaHaMH, IOPUINICCKUMU HIIN (bI/ISI/I‘IGCKI/IMI/I JMnamMu,
OPTraHM3YIOIMMH U (MJIH) OCYHIECTBIISIOINMEI 00pabOTKy EPCOHATIBHBIX JAaHHBIX, A TAKKE
OTIPEICNIAIONIUMH LIEJU U co/iepkaHre 00paboTKH MEepCOHATIBHBIX JaHHBIX (Jajiee - orneparop),
WM JIUIIOM, KOTOPOMY Ha OCHOBAaHHH JOTOBOpPA OIEpaTop mopydaeT o0paboTKy MepCOHAIBHBIX
JAHHBIX (J1ajiee - yIoJIHOMOYEHHOE JIUIIO).

B Hacrosimem IlonoskeHnn HE paccMaTpUBalOTCS BOMPOCHI 00ecIiedeH s 0€30ITacCHOCTH
MEPCOHAIBHBIX JJAHHBIX, OTHECECHHBIX B YCTAHOBJICHHOM IOPSIKE K CBEJACHHIM, COCTABIISIOIIUM
TOCYIapCTBCHHYIO TaliHY, a TAKKE BOIPOCHI MPUMEHEHHSI KPUTITOTPAPUIESCKHX METOJIOB U
CIoCO0O0B 3aIUTHI HHPOPMAIIUH.

1.2. K meronam u crioco6am 3amuThl HHPOPMALUU B HHOOPMAITHOHHBIX CUCTEMaX OTHOCSTCS:

METOBI ¥ CIIOCOOBI 3aIUTh HH(OpMaIu, 00padaThIBaeMOil TEXHUYECKIMHU CPEICTBAMHU
MH(GOPMALIMOHHOM CUCTEMBI, OT HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIYy4alHOr0, JOCTyIa K
IIEPCOHAIBHBIM JAHHBIM, PE3YJIbTaTOM KOTOPOTO MOKET CTaTh YHUYTOKEHUE, U3BMEHEHHUE,
0JIOKMpOBaHUE, KOMUPOBAHUE, PACIIPOCTPAHEHHUE NIEPCOHATIBHBIX JAHHBIX, a TAK)KE MHBIX
HECAHKIIMOHUPOBAHHBIX JIEHCTBHH (J1aee - METOABI M CIIOCOOBI 3alUTH HH()OPMAIHH OT
HECAHKIIMOHMPOBAHHOTO JJOCTYIIA);

METOJIBI ¥ CIIOCOOBI 3alUTHI pEUEBOM HH(POPMAIIHH, a TAKXKE WHPOPMAIIHUH, IPESIICTABICHHOMN B
BH/JIE THPOPMATHUBHBIX JICKTPUICCKUX CUTHAJIOB, (PU3HUECKUX MOJICH, OT
HECaHKIMOHUPOBAHHOTO TOCTYTA K MEPCOHATBHBIM JaHHBIM, PE3YJIbTAaTOM KOTOPOTO MOXKET
CTaTh KOIMMPOBAHHE, PACIIPOCTPAHCHUE TIEPCOHATLHBIX JAHHBIX, & TAK)KE UHBIX
HECaHKIMOHUPOBAHHBIX JIEHCTBUH (J1aiee - METOAbI U CIIOCOOBI 3aIIUTHI MH(DOPMALIUK OT YTEUKU
M0 TEXHUYECKUM KaHaJIaMm).

1.3. Ina BeIOOpaA U peanu3aluyd METOIOB M CIIOCOOO0B 3aIuThl HH(OpMaluu B UHOOPMAIIMOHHON
CUCTEME OTICPATOPOM HJIU YITOJHOMOYCHHBIM JIMIIOM MOXET Ha3HAYaThCS CTPYKTYPHOE
Mo/ipa3iesieHre WK JOKHOCTHOE JIUIIO (paOOTHHK), OTBETCTBEHHBIE 32 OOecIIeueHIE
0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX.

Jliig BbIOOpA 1 peanu3aluid METOJ0B U CITOCOOOB 3alluThl HH(OpMaLUU B UHHOPMAILIMOHHON
CHCTEME MOKET MPUBJIEKATHCS OpraHU3alys, UMeroas 0(hOpMIIEHHYIO B YCTAaHOBICHHOM
MOPSAKE JUIIEH3MIO Ha OCYIIECTBICHUE IEATEIbHOCTH 110 TEXHUYECKOH 3aIlUTe
KOH(HIEHIIMATbHON HHPOPMALIUH.

1.4. Bo16op u peanuzanusi METOJI0OB M CIIOCOOOB 3aIIUThI HHPOPMAIK B HHGOPMAITMOHHON
CHCTEME OCYIIECTBIISIIOTCS HA OCHOBE OIPEIENIIEMBIX ONEPAaTOPOM (YIIOJTHOMOYEHHBIM JIUIIOM)
yIrpo3 6€30MacHOCTH MEPCOHATBHBIX JAHHBIX (MOJEIN YTPO3) U B 3aBUCUMOCTH OT KJlacca
MH(POPMAIIMOHHOM CUCTEMBI, OTIPE/IETICHHOT0 B COOTBETCTBUU ¢ [TopsakoM npoBeneHus
Kkiaccuukanuu HHOOPMAIIMOHHBIX CHCTEM NIEPCOHANBHBIX JTaHHBIX, YTBEPKICHHBIM ITPHKA30M
®CTIK Poccun, ®CB Poccun u Munnngpopmessizu Poccun ot 13 despains 2008 r. N 55/86/20
(3apeructpupoBan Muntoctom Poccun



3 anpens 2008 r., peructparmonnsiid N 11462).

Mopaenb yrpo3 pa3padbaThIBacTCsl HA OCHOBE METOJAMYECKUX JIOKYMEHTOB, YTBEPK/ICHHBIX B
COOTBETCTBUH C MyHKTOM 2 noctaHoBiienus [IpasutenbcrBa Poccuiickoit @enepanuu ot 17

Hos16pst 2007 . N 781.

1.5. BeiOpanHbIe U peaTu30BaHHBIC METO/IbI U CIIOCOOBI 3aIUThI HH(pOpMaIUy B
MH(OPMAIIMOHHON CUCTEME JOJKHBI 00ECTIeUNBATh HEHTPATU3aIIMIO IPEIOJIATraeMbIX YTPO3
0€30MaCHOCTH MIEPCOHABHBIX JaHHBIX MPH UX 00pabOTKe B MHPOPMAIIMOHHBIX CHCTEMAaX B
COCTaBe CO37aBaeMoil ornepaTopoM (yImoIHOMOUYECHHBIM JTUI[OM) CHUCTEMBI 3aITUTHI
MIEPCOHAJBHBIX JaHHBIX.

1. MeToabl 1 cnioco0bl 3alIMTHI HH(POPMALMU OT HECAHKIIMUOHMPOBAHHOIO 10CTyIA

2.1. Meronamu u cnoco0amu 3amuThl HHGOPMAIIUK OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA
SIBIISIFOTCS:

peanu3anys pa3pelnTeabHON CUCTEMBb JOIYCKa MoJIb30BaTesel (00CIyKUBaIOIIEro NepcoHaa)
K MH()OPMAIIMOHHBIM pecypcaM, HHPOPMALMOHHOW CUCTEME U CBSI3aHHBIM C €€ HCIOJIb30BAHNEM
pa0oTaM, TOKyMEHTaM;

OrpaHM4CHUC JOCTYyIIa IMOJIL30BaTEIICHi B IoMeuICHMs, I'’IC Pa3SMCIICHBI TCXHUYCCKUEC CPCACTBA,
MO3BOJIAOIHUE OCYHICCTBIIATH o6pa60TKy INCPCOHAIBHBIX JAHHBIX, 4 TAKIKC XPAaHATCA HOCUTCIU

nH(pOpMAIHH;

pasrpaHruYeHHE JOCTYIIA MOJIb30BATENeH U 00CITYKMBAIOIIETO IIEpCOHANa K MH(POPMAIIMOHHBIM
pecypcam, pOorpaMMHBIM CpeAcTBaM 00paboTKH (Tepeaadn) U 3aluThl THPOpMAIUK;

peructpanus JecTBuil mosip3oBaTeneil 1 00CIyKUBAIOIIEr0 NepCoHaa, KOHTPOJIb
HECaHKLMOHUPOBAHHOTO JIOCTYIA U JEHCTBUI Mosb30BaTesneil, 00CIyKUBaloIEero nepcoHaia u

MOCTOPOHHUX JINII;

y4YeT U XpaHeHHE ChbeMHBIX HOocUTeNel nHpOpMaluu U UX o0pallleHue, UCKIII0YAIOLIee XUIIIEHHE,
MIOJIMEHY U YHUUTOXKCHHUE;

PE3CPBUPOBAHNEC TCXHUICCKUX CPEACTB, IIY6J'II/IpOBaHI/Ie MacCHBOB M HOCUTENIEH I/IHCI)OpMaI_II/II/I;

HCIOJIb30BaHUE CPEJCTB 3AIUTH HHPOPMAIIIH, TPOIIEANINX B YCTAHOBICHHOM MOPSIKE
MPOLIEYPY OLIEHKH COOTBETCTBUS;

HUCIIOJB30BaAHHUC 3allIMIIICHHBIX KaHAJIOB CBA3H,

pa3MelleHre TEXHUYECKUX CPEJICTB, MO3BOJISIOMINX OCYIIECTBIATH 00pabOTKY MepCOHATBHBIX
JAHHBIX, B MIPEAEIIax OXpaHsAEMON TEPPUTOPHUH;

opranu3anus GU3NIECKON 3aIUTHI TOMEMICHUH 1 COOCTBEHHO TEXHHYECKUX CPEJICTB,
MO3BOJISIFOIINX OCYIIECTBIISATH 00padOTKY MEPCOHANBHBIX TaHHBIX;

MpeI0oTBpAallEHNE BHEIPEHHS B MH(POPMAIIMOHHBIE CUCTEMBI BPEJTOHOCHBIX TPOrpaMM
(mporpaMM-BHPYCOB) U IPOTPAMMHBIX 33aKJIA/I0K.



2.2. B cucreme 3amuThl IEPCOHAIBHBIX TaHHBIX HHPOPMALMOHHON CUCTEMBI B 3aBUCUMOCTH OT
KJ1acca MTHPOPMALMOHHOM CUCTEMBI U UCXOJIsl U3 YIpo3 0€30MacHOCTH MEePCOHANBHBIX 1aHHBIX,
CTPYKTYpbI HH(OPMAIIMOHHON CUCTEMBI, HATUYMS MEKCETEBOIO B3aUMOICHCTBHS U PEXKUMOB
00pabOTKM EPCOHANBHBIX JIaHHBIX C UCIIOJIb30BAHHEM COOTBETCTBYIOIIUX METOAOB U CITIOCOO0OB
3alUThl HH(OPMALMK OT HECAHKLIMOHUPOBAHHOI'O JI0CTYIA PEATU3YIOTCS (PYHKLINHU YIPABICHUS
JOCTYIIOM, PETHCTPALIMU U y4eTa, 00ECIIeYeHUS [IEIIOCTHOCTH, aHAIN3a 3alIUIIEHHOCTH,
obecrieyeHns: 6€30I1aCHOI0 MEXCETEBOr0 B3aUMOAECHCTBHUS U OOHAPYKEHHsI BTOPKEHUH.

Mertoapl 1 criOCOOBI 3aITUTHI HHPOPMAIIUKA OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA,
obecrieunBaromue GyHKIUN YIPABICHUS JOCTYIIOM, PETUCTPAIIH U y4eTa, 00ecIIeueHus
LIEJIOCTHOCTH, aHAJIN3a 3allHUIIEHHOCTH, 00ecIIeueHrs 0€30IacHOro MEKCETEBOI0
B3aMMO/ICHCTBUS B 3aBUCUMOCTH OT KJIacca HH(POPMAITMOHHON CHCTEMBI ONIPEACTISIOTCS
onepaTtopoM (yIoJTHOMOYCHHBIM JIMIIOM) B COOTBETCTBUHU C MPUIIOKEHHUEM K HACTOSIIEMY
ITomoxxenuro.

2.3. B uH(pOpMAaLMOHHBIX CHCTEMAaX, MMEIOUIHNX TMOAKIIOYCHHE K MHPOPMALIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIM CETSIM MEKIYHAPOAHOTO HHPOPMAIIMOHHOTO OOMEeHa (CETSM CBSI3H
00IIero MOIH30BAHUS ), WIIK TIPU PYHKIIMOHUPOBAHUH KOTOPBIX MPETYCMOTPEHO UCIIOTIH30BAHNE
ChEMHBIX HOCHTEIICH MHPOPMAIINH, UCTIOIB3YIOTCS CPEICTBA aHTUBUPYCHOM 3aIUTHL.

2.4. Ilpu B3auMo/eiicTBUN HH(POPMAITMOHHBIX CUCTEM C HH(POPMAITMOHHO-
TEJIEKOMMYHUKAIIMOHHBIMU CETSIMU MEXTyHApOIHOT0 HH()OPMALIMOHHOTO OOMeHa (CeTsIMH
CBSI3U OOILEro MOJIB30BaHUs ) HAPSy C METOJIAMH M ClIOco0aMHu, yKa3aHHBIMH B ITyHKTe 2.1
Hacrosuiero [1ookeHns, OCHOBHBIMU METOJJaMU M CIIOCO0AaMU 3alUThl HH(pOpMaIKU OT
HECAHKIIMOHUPOBAHHOTO JIOCTYTIA SBIISIOTCS:

MEXCETEBOE IKPAHUPOBAHKE C IEJIBIO YIIPABIICHUS JOCTYIIOM, (PHIIBTPAIIH CETEBBIX MAKETOB U
TPAHCIISALUU CETEBBIX aIPECOB AJIsl CKPBITUS CTPYKTYPhI HH(POPMAIIMOHHOM CHUCTEMBI;

oOHapy>KeHHe BTOP>)KEHUH B HH()OPMAIIMOHHYIO CUCTEMY, HApPYIIAIOIIUX TN CO3/IAI0LINX
MIPEANOCHUIKY K HApYIIEHUIO YCTAaHOBJIEHHBIX TPeOOBAaHUM 10 0OecreyeHH o 0€30MacHOCTH
NEePCOHAJBHBIX IAHHBIX;

AdHaJIN3 3allIMIICHHOCTHU I/IH(bOpMaIII/IOHHI)IX CHUCTEM, npennonarafoumﬁ IMPUMCHCHUC
CIICUAJIN3UPOBAHHBIX ITPOTPAMMHBIX CPCICTB (CKaHepOB 6C3OH8.CHOCTI/I);

3aluTa I/IH(l)OpMaI_II/II/I IIpu €€ repeaaduc 1Mo KaHajiaM CBA3U,

HCIOJIb30BaHUE CMAPT-KapT, JIEKTPOHHBIX 3aMKOB M JPYTUX HOCUTENIEH HH(DOpMaIK JUIst
HAJEKHOM UIeHTU(DUKALUU U ayTeHTU(PUKAIUH I10JIb30BaTeNeH;

HCIIOJIb3OBAHUEC CPCACTB aHTHBHPYCHOﬁ 3alllUThI;

HCHTPAJIM30BAHHOC YIIPABJICHUC CHCTEMOM 3aIUThI MEPCOHAJIBHBIX TaHHBIX HH(I)OpMaHHOHHOﬁ
CHUCTCMBI.

2.5. [logxirouenue nH(GOPMAIIMOHHBIX CUCTEM, 00pabaThIBAIOLINX TOCYAapCTBEHHBIE
nH(OPMaLIMOHHBIE PECYPCHI, K UHPOPMAIIMOHHO-TEJIEKOMMYHUKALIMOHHBIM CETSAM
MEXTyHAPOAHOTO HH(OPMAIIMOHHOTO OOMEHA OCYIIECTBIISIETCS B COOTBETCTBUU C YKa30M
[Ipesunenta Poccuiickoit @eneparuu ot 17 mapra 2008 r. N 351 "O Mepax no obecrieyeHo
nHpopMannoHHoH 6e3omacHocTH Poccuiickoit denepannu npu UCIIOIb30BaHUN
MH(OPMALIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETE MEXAYHAapOJHOTO HH(OPMALIMOHHOTO



obomena" (Cobpanue 3akoHoaTenbeTBa Poccniickoii @eneparum, 2008, N 12, ct. 1110; N 43,
cT. 4919).

2.6. lns obecrieueHus: 0€30MacCHOCTH EPCOHANBHBIX TAaHHBIX MTPH MOKITIOUYECHUH
MH(GOPMALMOHHBIX CUCTEM K MH()OPMAILMIOHHO-TEIEKOMMYHHUKAIIMOHHBIM CETSIM
MEXyHAPOAHOTO HH()OPMAIIMOHHOTO OOMEHa (CETSAM CBSI3U OOIIETO MOJIb30BAHUS) C IIEITBI0
MOJTy4eHHUs O0IIEJOCTYITHOW HH(POPMALIUU TOMUMO METOJIOB U CIIOCOOOB, yKa3aHHbBIX B IyHKTaX
2.1 u 2.4 nactosiero [TonoxeHus, NPUMEHSIOTCA CIIEAYIOIINE OCHOBHBIE METOJIBI U CIIOCOOBI
3alUThl UH(OPMALMK OT HECAHKLIMOHUPOBAHHOTO AOCTYIIA:

GUIbTpanus BXOASIINX (MCXOISIINX) CETEBBIX IMAKETOB I10 MPaBHJIaM, 33JaHHBIM OIIEPaTOPOM
(YIIOTHOMOYEHHBIM JIULIOM);

HepI/IOI[I/ILIeCKI/Iﬁ aHaJM3 0€30IMacCHOCTH YCTAHOBJICHHBIX MEXKCCTEBBIX OKPaHOB HA OCHOBEC
HMMHUTAIIMM BHCOIHUX aTakK Ha HH(bOpMaL[HOHHBIe CHUCTCMBI,

aKTUBHBIN ayuT 0€30MacHOCTH HHPOPMALMOHHOM CUCTEMBI Ha TIPEIMET OOHAPYKEHUS B
pEXHMME PEAIbHOTO BPEMEHU HECAHKIIMOHUPOBAHHOM CETEBOM aKTUBHOCTH;

aHaJIM3 IPUHUMAEMOM 10 MHPOPMALMOHHO-TEIEKOMMYHHUKAILIMOHHBIM CETSIM MEX/TyHAPOIHOTO
MH(POPMAIIMOHHOTO OOMEHa (CeTsIM CBSI3U OOIIEro MoJIb30BaHus1) HH(OpPMAIIK, B TOM YHCIIE HA
HaJINYMe KOMITbIOTEPHBIX BUPYCOB.

Jnist peanu3anuy yKazaHHBIX METOJIOB M CITIOCOOOB 3aIlIUThl HH()OPMAIIH MOTYT IIPUMEHSThCS
MEXCETEBBIE KPaHbl, CUCTEMbl OOHAPYKEHUS BTOP’KEHHM, CPEJCTBA aHAIN3a 3alIUILIEHHOCTH,
CTIEMAM3UPOBAHHBIC KOMITJICKCHI 3aIIUTHI U aHAIN3a 3alIUIIEHHOCTH HHPOPMALIH.

2.7. Ins obecrieueHust 6€30MacHOCTH NEPCOHANBHBIX TaHHBIX MPH YIAJIEHHOM JOCTYIE K
MH(POPMALIMOHHOM cucTeMe uepe3 MHPOPMaIMOHHO-TEIEKOMMYHHUKAIIMOHHYIO CETh
MEXIyHapOAHOTO HHPOPMAIIMOHHOTO 0OMEHA (CETh CBSI3M OOIIETO MOJb30BAHMS ) TOMUMO
METOOB U CIIOCOO0B, YKa3aHHBIX B MyHKTax 2.1 u 2.4 Hacrosuero [lonoxeHus, NpUMEHSIOTCS
CIIEYIONINE OCHOBHBIE METO/IBI M CITOCOOBI 3aIIUTHl HH(POPMAITUH OT HECAaHKITMOHUPOBAHHOTO
J0CTyna:

MpOBEpKa NOAIMHHOCTH OTIIPABUTCIIA (y,[[aJ'IGHHOI‘O HOJ'IB3OBaTeJ'I$I) " ICJIOCTHOCTH
nepeaaBacMbIX 110 I/IH(i)OpMaIII/IOHHO-TeJIeKOMMyHI/IKaIIPIOHHOﬁ CCTU MEKIYHAPOJIHOTO
PIH(I)OpMElI.[PIOHHOl"O oOmeHa (CeTI/I CBA3U O6H_ICFO HOJ'II:3OB8.HI/I$I) JaHHBIX ]

YIpaBJICHUEC JOCTYIIOM K 3allUIIACMbIM IICPCOHAJIbHBIM JaHHBIM I/IH(bOpMaIII/IOHHOI\/'I CE€THU,
WCIIOJIb30BaHNUE aTPUOYTOB 0€30MMaCHOCTH.

2.8. lnst obecrieueHust 6€301aCHOCTH IEPCOHATBHBIX TaHHBIX MTPH MEKCETEBOM
B3aMMOJICHCTBHH OTJEIFHBIX HH()OPMAIIMOHHBIX CHCTEM Yepe3 MHPOPMAaIMOHHO-
TEJIEKOMMYHHKAIIMOHHYIO CETh MEX/IyHAPOAHOT0 MH()OPMAIIMOHHOT'O 0OMEHa (CeTh CBA3U
00IIero MOJIh30BAHMS) TOMUMO METOJIOB U CIIOCO0OOB, YKa3aHHBIX B MMyHKTax 2.1 n 2.4
Hacrosiero [lonoxxenus, IPUMEHSIOTCS CIIEAYIOIINE OCHOBHBIE METOBI M CIIOCOOBI 3aIIUTHI
nHpOPMAIMY OT HECAHKITMOHUPOBAHHOTO JOCTYIIA:

CO3JlaHM€ KaHasa CBsI3U, 00ECIeUnBaIOLIEro 3alUTy NepeJaBaeMoi HH(popMauuy;



OCYILECTBIICHHE ayTeHTH(PHUKALNN B3aUMOJICHCTBYIOINX HH(POPMAIIMOHHBIX CUCTEM H ITPOBEpKa
IIOJJIMHHOCTH II0JIB30BATEJIEH U LIEIOCTHOCTH IIEPEAAaBAEMBbIX IaHHBIX.

2.9. lns obecrieueHust 6€30MacCHOCTH EPCOHANBHBIX TaHHBIX ITPH MEXCETEBOM
B3aMMO/ICHCTBUY OTAEIBbHBIX HH(POPMAIIMOHHBIX CUCTEM Pa3HbBIX OIIEPaTOPOB Yepe3
UH(POPMAIIMOHHO-TEJICKOMMYHHKALMOHHYIO CETh MEXYHAPOIHOTO HH(POPMAIIMOHHOTO 0OMEHA
(ceThb cBs3M OOLIEro MOJIBb30BaHNsI) IOMUMO METOJIOB H CIIOCOOOB, YKa3aHHBIX B IIyHKTax 2.1 u
2.4 nacrosiiero [1onoxeHus, IPUMEHSFOTCS CICIYIONINE OCHOBHBIE METO/IBI U CITOCOOBI 3aIIIUTHI
uH(OpMAaIMK OT HECAHKIIMOHUPOBAHHOT'O IOCTYIIA!

CO31aHUC KaHalla CBA3H, O6CCHC“II/IBaI-OH_[el"0 3alIUTy nepez[aBaeMoﬁ I/IH(l)OpMaI_II/II/I;

ayTeHTU(UKALUs B3aUMOACHCTBYIOIUX HHPOPMALIMOHHBIX CHCTEM U MPOBEPKA MOUTMHHOCTH
II0JIB30BATENIECH U LEIOCTHOCTU NIEPENaBacMbIX JAHHBIX;

obecreyeHre NpeoTBPALCHNs] BO3SMOXHOCTH OTPHUIIAHUS M0JIb30BaTeNIeM (aKkTa OTIIPaBKU
[IEPCOHANBHBIX JaHHBIX IPYTrOMY I10JIb30BaTENIO;

o0ecriedeHre Mpe0TBPAIICHUST BO3MOKHOCTH OTPHIIAHUS TTOJIb30BaTeNeM (paKkTa morydeHus
NEPCOHAIBHBIX JAHHBIX OT IPYTOro Mojib30BaTEs.

2.10. OGMeH nepcoHaIbHBIME TAHHBIMH MPH X 00paboTKe B MH(YOPMAITMOHHBIX CHCTEMAaX
OCYILECTBIISIETCA 110 KaHaJlaM CBsI3H, 3alllUTa KOTOPBIX 00ECIIeYUBAETCS IyTEM pealn3aluu
COOTBETCTBYIOLIUX OPraHU3ALMOHHBIX MEP U (MJIN) IPUMEHEHUS TEXHUYECKUX CPEJCTB.

2.11. TonkmroueHne HHPOPMAIIMOHHOW CUCTEMBI K MH()OPMAIIMOHHON CUCTEME JPYTOTro Kiacca
WIH K THPOPMALMOHHO-TEIIEKOMMYHHUKAIIHOHHON CETH MEXIYHAPOTHOTO HH()OPMAIIHOHHOTO
oOMeHa (ceTH CBS3H OOIIETo MOJIb30BaHUs) OCYIIECTBIIETCS C UCTIOIh30BaHUEM MEKCETEBBIX
SKpaHOB.

2.12. TIporpamMmmHOe obecrieueHne CpesICTB 3aluThl THPOPMaIUH, TPUMEHSIEMbIX B
WH(POPMAIMOHHBIX cHcTeMax | Kiacca, MPOXOIUT KOHTPOJIb OTCYTCTBUS HeleKJIapUPOBAaHHBIX
BO3MOXKHOCTEM.

HeoOxonuMocTh poBeIeHUsI KOHTPOJISE OTCYTCTBHS HEJIEKJIapUPOBAHHBIX BO3MOKHOCTEH
IIPOrpaMMHOT0 00eCIeueHus CPEe/ICTB 3aIUThl HHPOPMAIUH, TPUMEHSIEMbIX B
MH(OPMALIMOHHBIX cUCTeMax 2 U 3 KJIacCOB, ONPENESIeTCsl ONepaTopoM (YIOJIHOMOYEHHBIM
JIUTIOM).

2.13. B 3aBucuMOCTH OT 0COOEHHOCTEH 00pabOTKH MEePCOHATBHBIX JAHHBIX U CTPYKTYPBI
WH(POPMAIIMOHHBIX CHCTEM MOTYT pa3padaThIBaThCsl M MPUMEHSATHCS IPYTHUE METO/IbI 3aIIUTHI
nH(pOpMaIUU OT HECAHKIIMOHUPOBAHHOT'O I0CTYIa, 00EeCIIeYNBAIOIIIE HEHTPAIN3aLIUIO YTPO3
0€30MacCHOCTH MEPCOHATBHBIX JAHHBIX.

I11. MeToanb! u crioco0bl 3alIMTHI HH(POPMALIMH OT YTEYKH N0 TEXHUYECKUM KaHaJIaM

3.1. 3ammra peyeBoit nHGopMaK U HHPOPMALIUH, IPEJCTABICHHOM B B/ HH()OPMAaTHBHBIX
ANIEKTPUYECKUX CUTHAIOB M (PU3WYECKHX TIOJIEH, OCYIIECTBISIETCS B CITydasxX, KOTaa pu
OIIpeJIeIEHUH YTpo3 Oe30MacCHOCTH MEPCOHATBHBIX JAHHBIX M (POPMUPOBAHUH MOJIENIN YTPO3
MPUMEHUTETHHO K MH(POPMAITMOHHON CHCTEME SBIISFOTCS aKTYAIbHBIMU YTPO3bI YTEUKH
aKyCTHYECKOH peueBoil mHpopMalnH, YTpo3bl YTEUKH BUAOBOM HH(POPMALIUU U YTPO3bI yTEUKU
nHGOPMAIINH TI0 KaHAJIaM MMOOOYHBIX 3JIEKTPOMATHUTHBIX M3IIYYeHHH U HABOJOK, ONIPEIeICHHBIE



Ha OCHOBE METOINYECKHX JTIOKYMEHTOB, YTBEPKJACHHBIX B COOTBETCTBHUHU C ITYHKTOM 2
nocraHosienus [IpaBurenscTBa Poccuiickoit denepannu ot 17 Hos6ps 2007 r. N 781.

3.2. JIns MCKITIOYEHHS YTEUKH MEPCOHATBHBIX JAHHBIX 32 CUET MOOOYHBIX 3JIEKTPOMArHUTHBIX
W3Iy4eHUH ¥ HaBOJOK B MH(OPMAIIMOHHBIX CUCTeMax | Kjlacca MOTYT PUMEHSThCSA
CIICAYIOIINE METO/IbI U CLIOCOOBI 3aIUTHI HH(OPMALIHH:

HCIIOJIb30BAHHUEC TCXHUYCCKUX CPCACTB B 3allIUIIICHHOM HMCITOJIHCHUH

HCIOJIb30BaHUE CPEJCTB 3aIIUTHI HHPOPMAIUH, IPOLIEAIINX B YCTAHOBICHHOM MOPSIKE
IIPOLIEYPY OLIEHKH COOTBETCTBUS;

pasMCIICHUC 00BEKTOB 3alUTHI B COOTBCTCTBUU C MIPCANNCAHUCM Ha SKCILTyaTallruIo,

pa3MeleHre MOHMKAIIUX TPAaHC(HOPMATOPHBIX MMOJACTAHINUN SJIEKTPOIUTAHMS U KOHTYPOB
3a3€MJICHUSI TEXHUYECKUX CPEACTB B IIpE/ieaX OXpaHsAEeMON TEPPUTOPUN;

o0ecrieueHre pa3BsI3Ky IIeTICH JCKTPONUTAHMS TEXHUYECKUX CPEIICTB C TOMOIIBIO 3alIUTHBIX
GbuIbTPOB, OIOKUPYIOMHKX (TTOAABISIONINX ) UH()OPMATUBHBIN CUTHAIT;

obecrieueHre IEKTPOMATHUTHON Pa3BA3KU MEXKTY JTMHHSAMHE CBSI3U U IPYTUMH HETISIMHU
BCIIOMOTATEIIbHBIX TEXHUYECKUX CPEJICTB M CUCTEM, BBIXOSIIMMHU 32 MPEIEIIbl OXPaHIEMOit
TEPPUTOPUH, ¥ HHDOPMAIIMOHHBIMHU TETISIMU, 110 KOTOPBIM ITUPKYITHPYET 3aIIHIacMas
nHpopMarus.

3.3. B undopmanonHbix cuctemax 2 Kiacca st 00paboTKu HHPOPMAIHH UCTIONB3YIOTCS
CPEICTBA BRIYUCIIUTEIHLHOW TEXHUKH, YIOBICTBOPSIONTNE TPEOOBAHUSIM HAIIMOHATBHBIX
CTaHJAPTOB MO JIEKTPOMATHUTHONH COBMECTUMOCTH, 110 0€30IMaCHOCTH M APrOHOMUYECCKHM
TpeOOBaHUAM K CPEJICTBAM OTOOpakeHHsI HH(DOPMAITHH, TI0O CAHUTAPHBIM HOpMaM,
MPeIbABISEMBIM K BUICOAUCIIICHHBIM TEPMUHATAM CPEJICTB BHIYUCIUTENLHON TEXHUKH.

3.4. Ilpu npuMeHeHnN B HHQOPMAITMOHHBIX CUCTeMaX (DYHKIIMH TOJIOCOBOTO BBOJA
MEPCOHAIBHBIX JAHHBIX B UH()OPMAIIMOHHYIO CHCTEMY WK (DYHKIIMU BOCIPOU3BEICHUS
nH(pOpMaLIUK aKyCTUYECKUMHU CPEJICTBAMU MHPOPMAIIMOHHBIX CUCTEM JUIsl UH()OPMALIMOHHON
cucTeMbl | Kilacca peann3yroTesl METO/Ibl U CIIOCOOBI 3aIIUThl aKyCTUYECKOH (peueBoil)
nH(pOpMaLIHH.

MeToap! 1 CrIOCOOBI 3aIUTHI AKYCTUUECKOU (peueBoil) MH(pOpMAIIUY 3aKITI0YAIOTCS B
peanu3aiy OpraHu3alMOHHBIX U TEXHUYECKUX Mep JUIsl 0OecTieueHus 3BYKON3OIALUN
OTpaKIAIOIINX KOHCTPYKIIUMA MOMEIIEHUH, B KOTOPHIX pacIioiokeHa nHGOpMaIlMOHHAs
CUCTEMA, UX CUCTEM BEHTHJISILIUU ¥ KOHAUIIMOHUPOBAHUS, HE MTO3BOJISIONIEH BECTH
MPOCIYIIMBAaHUE aKYCTUYECKOH (peueBoit) MH(GOPMAIIH TIPU TOJIOCOBOM BBOJIE MEPCOHATBHBIX
JTaHHBIX B MTHPOPMAIIMOHHOW CUCTEME WM BOCTIPOU3BEACHUH NH(DOPMAIINY aKYCTHYECKIUMH
CpeICTBaMH.

BenmunHa 3ByKOM3OJISIIIUH OTIPEACIISIETCS] OTIEPATOPOM UCXOJIS U3 XapaKTEPUCTUK TIOMETIICHHS,
€ro pacroyIoKeHUsI U 0cOOeHHOCTEH 00pabOTKH MEPCOHATBHBIX JAHHBIX B UHPOPMALIMOHHOM
cHCTEeMeE.

3.5. Pa3menienue ycTpoicTB BBIBO/Ia MHPOPMAIIUU CPENICTB BHIYUCIHTEIHHON TEXHHUKH,
MH(OPMALMOHHO-BBIYUCIUTENBHBIX KOMITJIEKCOB, TEXHUUECKUX CPEACTB 00pabOTKU
rpaduueckoil, Bueo- 1 OyKBeHHO-IIU(PPOoBOil MHPOpMaLINK, BXOJIAIINX B COCTaB



MH(POPMALIMOHHOM CUCTEMBI, B TOMEIICHUAX, B KOTOPbIX OHU YCTaHOBJIEHBI, OCYIIIECTBIISETCS
TaKuM 00pa3zoMm, 4ToObl ObLIa UCKITIOUEHA BO3ZMOXKHOCTH IIPOCMOTpPA MOCTOPOHHUMHU JINLIAMH
TEKCTOBOH M rpaduyecKoil BUIOBON HH(POPMAIHH, COJIEpKALIeH TIepCOHATbHBIC JaHHbIC.

IIpunoxenue k I10I10KEHUIO

MeTOI[BI U CHOCOOBI 3allUThI I/IH(bOpMa]_[I/II/I OT HCCAHKIMOHHUPOBAHHOI'O AOCTYIIA B 3aBUCUMOCTU
OT KJIacca MH(POPMAIIMOHHOMW CUCTEMBI

1. Metoasl u ciocoObl 3aIUTHl UH(POPMALIMK OT HECAHKIIMOHUPOBAHHOTO JTOCTYTA JUIs
obecrieyeHrs: 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX B HH(OPMAIIMOHHBIX CHCcTeMax 4 Kiaccau
1e1ecoo0pa3HOCTh UX MPUMEHEHHS ONPEIESIOTCS OnepaTopoM (YIoJIHOMOYEHHBIM JIUILIOM).

2. Metozibl 1 cr1OoCO0B! 3aIUTHI MHPOPMALIMU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA,
obecrieunBaroue GyHKIUN YIPABICHUS JOCTYIIOM, PETUCTPAIIH U ydeTa, 00ecreueHus
LIEJIOCTHOCTU M 0€30M1aCHOI0 MEKCETEBOI0 B3aUMOJICHCTBUS 1151 MH)OPMAIIMOHHBIX CUCTEM 3
KJjiacca.

2.1. Ins nHPOPMAITMOHHBIX CUCTEM 3 KJlacca IPU OJHOIOJIB30BATEIILCKOM PEeXIUME 00pabOTKH
NEePCOHAIBHBIX JIaHHBIX MPHUMEHSIOTCS CIIETYIOIINE OCHOBHBIE METO/IBI U CIIOCOOBI 3aI[UTHI
uHpOpMAaIHN:

a) yrpaJieHHE 10CTYIIOM:

UACHTUUKALMS U IPOBEpKa IOUIMHHOCTH I10JIb30BATENIs IPH BXOJIE B CUCTEMY
MH(POPMAIIMOHHOMN CUCTEMBI I10 MAPOJTI0 YCIOBHO-TIOCTOSIHHOTO ACHCTBUS [UIMHOW HE MEHEe
1iecTd OyKBEHHO-IIM(PPOBBIX CUMBOJIOB;

0) perucrpanus 1 y4yer:

perucrpanus BXoaa (BbIX0/1a) MOJIb30BaTENs B CUCTEMY (U3 CUCTEMBI) IMOO pErucTpanus
3arpy3Ky 1 HHULUAIU3ALUH1 ONIEPALIMOHHON CUCTEMBI M €€ TPOrPaMMHOI0 OCTaHOBA.
Perucrpanus BbIxo/a U3 CUCTEMBI WIIM OCTAHOBA HE MPOBOJUTCS B MOMEHTHI allllapaTypHOT O
OTKJIIOYEHHUSI MH(POPMAITMOHHON CHCTeMBbl. B mapamerpax perucrpaluu yKasbIBaroTcs gaTa
BpeMs BXoja (BbIX0/1a) TTOJIb30BATENS B CUCTEMY (U3 CUCTEMBI) UJTH 3arpy3KH (OCTAaHOBA)
CUCTEMBI;

y4eT BCeX 3alllUIaeMbIX HOCUTENEH HH(POPMAIIUK ¢ TIOMOIIbIO X MApKUPOBKH U 3aHECEHUE
YYETHBIX JAHHBIX B )KypHaJ y4eTa;

B) o0OecrieueHue 1eJIOCTHOCTH:

o0ecreyeHre 1eI0OCTHOCTH MPOrPaMMHBIX CPEJICTB CUCTEMBI 3alIUThHI IEPCOHABHBIX IaHHBIX,
oOpabatbIBaeMoit HHMOpMAIIHH, a TAK)KE HEU3MEHHOCTH IMPOTpaMMHON cpenbl. [Ipu aTom
L[EJIOCTHOCTh IPOTPAMMHBIX CPEJICTB MPOBEPSETCS MPU 3arpy3Ke CUCTEMBI 110 HATMUUIO UMEH
(MeHTU(UKATOPOB) KOMIIOHEHTOB CUCTEMBI 3aIIUTHI IEPCOHAIBHBIX JaHHBIX, IIEJIOCTHOCTh
MPOrpaMMHOM cpe/ibl 00eCcTIeYMBaeTCsl OTCYTCTBHEM B MH(POPMALIMOHHOM CUCTEME CPE/ICTB
pa3paboTKH U OTJIAIKH IPOTpamMm;

¢bu3nueckas oxpaHa HH(POPMALIMOHHON CUCTEMBI (TEXHUYECKHUX CPEJCTB U HOCUTENEH
uHpopMaIun), MpeIycMaTpuBaloIias KOHTPOJIb TOCTYIa B IOMEIEHUS UHPOPMALMOHHOM
CUCTEMBI IOCTOPOHHUX JINII, HAIMYNE HAJCKHBIX MPEMSATCTBUM JIsl HECAHKLIMOHUPOBAHHOTO



MIPOHUKHOBEHUS B MOMELICHUS HHPOPMALIMOHHON CUCTEMBI U XpaHUJIUILE HOCUTETCH
uH(pOpMaINH;

MEpUOANICCKOC TCCTUPOBAHUC (bYHKI_[I/Iﬁ CHUCTCMBI 3allITUTHI IICPCOHAJIbHBIX JAHHBIX ITPU
U3MCHECHUU HpOFpaMMHOﬁ CpE€Abl 1 MOJIB30BaTEIICH HH(l)OpMaHHOHHOﬁ CHUCTEMBI C ITIOMOIIBIO
TCCT-IIpOrpaMM, UMUTHPYIOIUX ITOIIBITKYM HCCAHKIIMOHUPOBAHHOT'O JOCTYIIA,

HaJIM4YUC CPCACTB BOCCTAHOBJIICHUA CUCTEMBI 3allIUTHI ICPCOHAJIBHBIX JaHHbIX,
IpeAyCMaTPUBAONINX BEJCHNE IBYX KO IPOrPaMMHBIX KOMIIOHEHTOB CPECTB 3aIUTHI
uHpOpMaLNH, UX TIEPHOANYECKOE OOHOBJICHHE M KOHTPOJIb pabOTOCIOCOOHOCTH.

2.2. JIna nHpOpMaIMOHHBIX CHCTEM

3 KJ1acca Mpy MHOTOIOJIB30BATEIILCKOM PEXKUME 00pa0OTKH IMEPCOHATBHBIX JTAHHBIX U PABHBIX
IpaBax JOCTyIa K HUM MOJIb30BaTeIeH MPUMEHSIOTCS CIEAYIONUE OCHOBHBIC METO/IBI U
CrocoOBI 3aITUThI HH(POPMAITUH:

a) yrpaJieHHE 10CTYIIOM:

UACHTU(UKAIMS U TPOBEpPKa MOJIMHHOCTH MOJIb30BATENSI IIPH BXOJIE B CUCTEMY T10
uaeHTH(HUKATOPY (KOY) U MapOIII0 YCIOBHO-TIOCTOSIHHOTO ACHCTBHUS JUTMHOW HE MEHEE IECTH
OYKBEHHO-IIU(POBBIX CUMBOJIOB;

0) perucTpanus 1 yuer:

perucrpanus BXoaa (BbIX0/1a) M0OJIb30BaTENs B CUCTEMY (M3 CUCTEMBI) JIMOO PEruCTpaLius
3arpy3Kd ¥ MHUIMAIU3AUK OTIEPAlMOHHOM CUCTEMBI U €€ IPOrPaMMHOI0 OCTaHOBA.
Perucrpanus BbIxo/1a U3 CUCTEMBI WIIK OCTAHOBA HE MPOBOJUTCS B MOMEHTHI allllapaTypHOTO
OTKJIIOYEHHUSI MH(POPMAITMOHHON CHCTEeMBI. B mapameTpax perucTpanum yKa3blBaoTcs AaTa v
BpeMs BXoja (BBIX0/1a) TTOJIH30BATENS B CUCTEMY (M3 CUCTEMBI) UJTU 3arpy3KH (OCTaHOBA)
CHCTEMBI, pe3yJIbTaT MOMBITKH BXo/a (yCIelIHas WK HeyCIIelHas);

YUET BCEX 3allIMIIACMBIX HOCHUTEICH I/IH(i)OpMaHI/II/I C IOMOMIBIO UX MAPKHUPOBKH 1 3aHCCCHUEC
YYCTHBIX NaHHBIX B XXYpHAJ yUcTa,

B) oOecIieueHHe IEIOCTHOCTH:

obecreyeHure 1eJIOCTHOCTH MPOrPaMMHBIX CPEJICTB CUCTEMBI 3aLIUThI TEPCOHABHBIX 1aHHBIX,
oOpabaTeiBaeMOl HH(GOpPMAIMK, a TAK)KE€ HEM3MEHHOCTh ITPOrpaMMHOI1 cpeabl. [Ipu aTom
L[EJIOCTHOCTh IIPOIPaMMHBIX CPEICTB MPOBEPSIETCS MIPH 3arpy3KEe CUCTEMBI 110 HAINYUIO UMEH
(MneHTU(UKATOPOB) KOMIIOHEHTOB CUCTEMBI 3alIUThl IEPCOHAIBHBIX JaHHbBIX, a IEJJOCTHOCTh
MIPOrpaMMHOM cpe/ibl 00eCcTIeYMBaeTCsl OTCYTCTBHEM B MH(POPMALIMOHHOM CUCTEME CPE/ICTB
pa3pabOTKHU U OTJIAJKH MPOTPaMM BO BpeMsi 00pabOTKHU U (WIJIH) XpaHESHHS 3aIIAIIAeMOI
uH(pOpMaINH;

¢busnueckas oxpaHa HH(YOPMALIMOHHON CUCTEMBI (YCTPONCTB M HOCUTENEH HHPOPMAIIH),
npeaycMaTpuBarolas KOHTPOJIb JOCTYIA B OMENEHHsI HH(POPMAIIMOHHON CUCTEMBI
MMOCTOPOHHUX JIUII, HAJTMYUE HA/IeKHBIX MPENATCTBUI /1151 HECAHKIIMOHUPOBAHHOTO
MIPOHUKHOBEHUS B MIOMELEHUS HH(POPMAIIMOHHOM CUCTEMBI U XpaHUJIUILE HOCUTENEH
nH(popMaLuu;



NEPUOINYECKOE TECTUPOBAHNE (PYHKIIMI CUCTEMBI 3aIUThl IEPCOHANBHBIX JaHHBIX IIPU
M3MEHEHHUH IPOTPaMMHOMN CPeIbl U MOJIb30BaTese MHPOPMALIMOHHON CUCTEMBI C TOMOIIBIO
TECT-NPOrpaMM, UIMUTUPYIOIIUX ITONBITKM HECAHKIIMOHUPOBAHHOTO JOCTYIIA,

HaJIM4Yue CPEJCTB BOCCTAHOBIJICHUS CUCTEMbI 3alIUTHI IEPCOHANBHBIX JAHHBIX,
MPeAyCMATPUBAIOIINX BEICHHUE JIBYX KOMUN MIPOrPAMMHBIX KOMIIOHEHTOB CPEJICTB 3aIUThI
nH(pOpMaLIUY, UX TEPUOANUECKOE OOHOBIIEHUE U KOHTPOJIb pab0TOCTIOCOOHOCTH.

2.3. JInsa napopMalMOHHBIX CUCTEM

3 xJ1acca npy MHOTOIOJIb30BATEIILCKOM PEKUME 00paOOTKH EPCOHATBHBIX TAHHBIX H Pa3HBIX
npaBax J0CTyNa K HUM I[10JIb30BaTeICi IPUMEHSIOTCS CIISTYIOIINE OCHOBHBIC METObI H
CIOCOOBI 3aIIUTHI HHPOPMAITUH:

a) yrpaBJeHUE JOCTYIIOM:

I/I[[GHTI/I(i)I/IKaIII/DI 1 MMPOBEpPKa MOAJIMHHOCTH ITOJB30BATCIIA IIPHU BXOJAC B CUCTEMY I10 ITAPOJItO
YCIOBHO-TIOCTOAHHOT'O IEHUCTBUS HHHHOﬁ HEC MCHCC IICCTU 6YKB6HHO'I_[I/I(1)pOBBIX CHMBOJIOB,

0) perucTpanus 1 yuer:

perucrpanus BXoaa (BbIX0/1a) M0OJIb30BaTENs B CUCTEMY (M3 CUCTEMBI) JIMOO PEruCTpaLius
3arpy3Kd ¥ MHUIMAIU3AUK OTIEPALllMOHHOM CUCTEMBI U €€ IPOrPaMMHOI0 OCTaHOBA.
Perucrpanus BbIxo/1a U3 CUCTEMBI WIIM OCTAHOBA HE MPOBOJIUTCS B MOMEHTHI alllapaTypHOIro
OTKJIIOYEHHUSI MH(POPMALIMOHHON cUCTeMBl. B mapamerpax perucrpaluy yKasbIBaroTcs JaTa u
BpeMs BXoja (BbIX0/1a) MOJIb30BATENS B CUCTEMY (M3 CUCTEMBI) UITU 3arpy3Ku (OCTaHOBA)
CHCTEMBI, pe3yJIbTaT MOMbITKH BX0J1a (yCIIEIIHas WIN HEeyCIeUIHas), UACHTU(UKATOP (KO WU
(bamuTus) MOJIb30BaTEs, IPEIBSIBICHHBIN PH MOTBITKE TOCTYIIA;

YUET BCEX 3allIMIIACMBIX HOCHUTEICH HHq)OpMaHHH C IOMOMIBIO UX MAPKHUPOBKH 1 3aHCCCHUEC
YUYCTHBIX NAaHHBIX B XXYpHaJ yUcCTa C OTMETKO# 00 nX BbIJa4cC (aneMe);

B) o0OecrieueHue 1eJIOCTHOCTH:

obecrieueHne HEJIOCTHOCTHU MPOrpaMMHBIX CPEACTB CUCTCMBI 3allIUTHI IICPCOHATIBHBIX JJaHHBIX,
oOpabatbiBaeMoil HH(pOpMAIMHY, a TAaKKe HEU3MEHHOCTh NPorpaMMHOI cpenbl. [1pu a3Tom
HEJIOCTHOCTH NPOTrpaMMHBIX CPEACTB MPOBEPACTCA IPHU 3arpy3KE CUCTEMBI 110 KOHTPOJIbHBIM
CyMMaM KOMIIOHEHTOB CPECTB 3alIUThl HH(OPMAIIMH, a LIEJIOCTHOCTh IPOTPAMMHOM Cpe/ibl
o0ecrneunBaeTcs: UCIOIb30BaHUEM TPAHCIISITOPOB C SI3bIKOB BHICOKOTO YPOBHS M OTCYTCTBUEM
CpeAcTB MOAU(HUKAIMHY 00BEKTHOTIO KOJIa MPOrpaMMm B Iporecce 00paboTKU U (UIM) XpaHEHUs
3aluIaeMon nHopmanuy;

¢bu3nueckas oxpaHa UH(POPMALIMOHHON CUCTEMBI (YCTPOICTB U HOCUTENEH HHPOPMAIIH),
npeaycMaTpuBarolas KOHTPOJb JOCTYIA B IOMENIEHHsI HH(POPMAIIMOHHON CUCTEMBI
MMOCTOPOHHUX JIUII, HAJTMYUE HA/IeKHBIX MPENATCTBUH /1151 HECAHKIIMOHUPOBAHHOTO
MIPOHUKHOBEHUS B MOMELEHUS HH(POPMAIIMOHHOM CUCTEMBI U XpaHUJIUILE HOCUTENEH
nH(popMaLnu;

MIEPUOINYECKOE TeCTUPOBaHUE QYHKIIUM CUCTEMBI 3aIIUThI MEPCOHATBHBIX JAaHHBIX TPH
W3MEHEHUU TTPOTPaMMHOM Cpeibl U MOJIb30BaTeel HH(POPMAIIMOHHOM CUCTEMBI C TOMOIIBIO
TECT-IPOrpaMM, UMUTUPYIOIIUX MONBITKH HECAHKIIMOHUPOBAHHOTO JOCTYIIA;



HaJIM4Me CPEJCTB BOCCTAHOBJICHUSI CUCTEMBI 3alUThI IEPCOHAIBHBIX JAHHBIX,
MpeAyCMaTPUBAIOIINX BEICHHUE JIBYX KOMUH MPOrPAMMHBIX KOMIIOHEHT CPE/ICTB 3aLIUThI
nH(pOpMaLIUY, UX TEPUOANUECKOE OOHOBIIEHUE U KOHTPOJIb pa0OTOCIIOCOOHOCTH.

2.4. be3omacHoe MEXCETEBOE BSaHMOHeﬁCTBHG JJIA I/IH(l)OpMaI_II/IOHHBIX CHCTEM

3 xiacca npy UX MOJIKIIOYSHUH K CETSIM MEXITYHapOAHOTO HH()OPMALIMOHHOTO 0OMEHa, a TaKKe
AJIg paclpCaACIICHHBIX I/IH(i)OpMaI_[I/IOHHBIX cHCTEM 3 Kjacca IIpU UX PasaCJICHUH Ha TOACUCTCMbI
JIOCTUTACTCS IIyTeM IIPUMEHEHHUS CPEJICTB MEKCETEBOTO IKPAaHUPOBAHHS (MEKCETEBBIX
9KpaHOB), KOTOPbIE 0OECIIEUNBAIOT:

(GUIBTPAIUIO HA CETEBOM YPOBHE JUIS K&XKIOTO CETEBOT0 MaKeTa He3aBUCUMO (peIleHue O
GUIBTpAIIUU MPUHUMAETCSI HA OCHOBE CETEBBIX aJIPECOB OTIIPABUTEIS U MOyJaTeINsl MU Ha
OCHOBE JIpYTUX SKBUBAJICHTHBIX aTpHOyTOB);

UICHTH(PUKAIUIO U ayTeHTU(PHUKAIUIO aAMIUHUCTPATOPA MEXKCETEBOI0 SKpaHa MpH €ro
JIOKQJIBHBIX 3aIpOcax Ha JOCTYI M0 WACHTU(UKATOPY (KOMY) U TTAPOITIO YCIOBHO-TIOCTOSTHHOTO
JIEHCTBHS,

perucrpanuio Bxoaa (BbIXxo/a) aAIMUHUCTPATOPa MEKCETEBOI0 DKpaHa B CUCTEMY (U3 CUCTEMBI)
00 3arpy3KH U HHUITHAIN3AIUNA CUCTEMBI M €€ TPOrPaMMHOTO OCTaHOBA (PETUCTPALIUS BEIXOAA
U3 CUCTEMBI HE TIPOBOJIUTCS B MOMEHTHI alllapaTypHOTro OTKJIIOUEHHUS MEKCETEBOT0 IKpaHa);

KOHTPOJIb IIEJIOCTHOCTH CBOEH IMPOTPaMMHON U HH()OPMAITMOHHON YaCTH;

(GUIBTPAIUIO TAKETOB CITY)KEOHBIX MPOTOKOJIOB, CIIYKAITUX JUTSI TUATHOCTHUKU U YIIPABIICHUS
paboToii CeTEeBBIX YCTPONCTB;

BOCCTAHOBJICHHE CBOMCTB MEKCETEBOTO OKpaHa 110CJIC cOO€B 1 OTKA30B 060py,HOBaHI/ISI;

periJaMeHTHOE TECTUPOBAHKE pealln3alluy MpaBuil GUIbTpaLlUy, Ipoliecca UACHTU(DUKAIINY U
ayTeHTU(UKALMU aIMUHUCTPATOPa MEXKCETEBOT0 SKpaHa, Mpoliecca perucTpaliy AeHCTBUMA
aJIMUHHUCTPATOPa MEKCETEBOT0 dKpaHa, Ipolecca KOHTPOJIS 33 HEIOCTHOCTHIO IPOrPAMMHON 1
MH(POPMAIMOHHOM YacTH, MPOLEAYPbl BOCCTAHOBIJICHHUS.

MexceTeBbie 9KpaHbl, KOTOPBIC 00€CIIeYNBAIOT BBIIIOJHEHUE YKa3aHHBIX BBIIIC Q)YHKHHP’I,
IMPUMCHATIOTCA B paCpCACICHHBIX I/IH(l)OpMaHI/IOHHI)IX cucteMax 2 u 1 kiaccoB IIpH UX
pa3acsICHUN Ha OTACIILHBIC YaCTH.

HpI/I pa3aciiCHun HH(bOpMaHHOHHOﬁ CHUCTCMEBI ITPU MTOMOIIHN MEKCETCBBIX S3KPAHOB Ha
OTACJIBHBIC YaCTU CUCTEMBI IJId YKA3aHHBIX YacTe¥ CHCTEMBI MOXKET YCTaHaBJIMBATLCA Ooiee
HU3KUH KJ1aCC, 4eM 1A HH(l)OpMaHHOHHOﬁ CHUCTCMBI B IICJIIOM.

3. Metoibl 1 cr1ocOOB! 3aIUTHI MHPOPMALIMU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA,
oOecneunBaromye GyHKIUN yIIPaBICHUs JOCTYIOM, PETUCTPALlUU U y4eTa, 00ecrieueHus
LIEJIOCTHOCTU M O€30MaCHOI0 MEKCETEBOT0 B3aUMOICHCTBUS A1l HH(POPMAITMOHHBIX CUCTEM 2
KJjiacca.

3.1. lns mHpOPMAITMOHHBIX CUCTEM

2 kiacca IIpU OAHOIIOJIB30BATCIBCKOM PCIKUME 06pa6OTKI/I NEPCOHAIBHBIX JaHHBIX
MPUMEHATIOTCA BCE METOJbI U CIIOCOOBI 3alllUThI I/IH(l)OpMaHI/II/I OT HCCAHKIIMOHHUPOBAHHOI'O



J0CTYIa, COOTBETCTBYIOIINE HH(POPMAITMOHHBIM CHCTEMaM 3 KJlacca IpH
OJTHOIIOJIb30BATEIHCKOM pexXUMe 00pabOTKH.

3.2. Ins uH(pOPMAITMOHHBIX CUCTEM

2 KJ1acca mpyu MHOTOIOJIB30BATEIBCKOM PEXUME 00pa0OTKH NEPCOHANBHBIX TaHHBIX U PABHBIX
IIpaBax JIOCTyIa K HUM I10JIb30BaTeIe MPUMEHSIOTCS BCE METOABI U CIOCOOBI 3aIlUThI
nH(pOpMaIUY OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA, COOTBETCTBYIOLIHE HHPOPMALMOHHBIM
cucreMaMm 3 KJjlacca [Py MHOTOITI0JIb30BaTEIbCKOM PeXUME 00pabOTKH NEPCOHAIbHBIX JAHHBIX U
paBHBIX IIpaBax JAOCTYIA K HUM I10JIb30BATENIEH.

3.3. Jlnsa nHpOpMaIMOHHBIX CHCTEM

2 KJ1acca IpyU MHOT'OIIOJIb30BATEIbCKOM PeXXUMe 00pabOTKH NEPCOHANBHBIX IaHHBIX U Pa3HbIX
IpaBax JIOCTYIa K HUM MOJIb30BaTeJe peaTn3yloTcsi BCE METObI M CITIOCOOBI 3aLUThHI
uHpOpMalUU OT HECAHKLIMOHUPOBAHHOI'O I0CTYIa, COOTBETCTBYIOLIME HHPOPMALMOHHBIM
crcreMaMm 3 KJiacca IMpH MHOTOIIOJIb30BATEIBLCKOM PEXIME 00padOTKH MEPCOHATBHBIX JAHHBIX U
pa3HbIX [IpaBax J0CTYyNa K HUM I0JIb30BaTeIIEeH.

3.4. be3omnacHoe MEKCETEBOE B3aUMOICHCTBHE 1151 HH()POPMAIIHOHHBIX CHCTEM

2 KJ1acca Ipy UX MOAKITIOYCHUHN K CETSIM MEKIYHAPOTHOTO HH(POPMAIIMOHHOTO OOMEHA
JOCTUTACTCS IyTeM IPUMEHEHHS CPEJICTB MEKCETEBOTO IKPAHHUPOBAHHSI, KOTOPHIC
00eCcIIeunBaroT:

(GUIBTPALIMIO HA CETEBOM YPOBHE HE3aBHCHUMO IS KaXK/IOTO CETEBOI0 MaKeTa (peiieHue o
GbUIBTpAIMU IPUHAMAETCS HAa OCHOBE CETEBBIX aJPECOB OTIIPABUTEIS U TTOydaTelis UK Ha

OCHOBE JIPYTUX SKBUBAJICHTHBIX aTPHOYTOB);

(GUIBTPALUIO TAKETOB CIY>KEOHBIX MPOTOKOJIOB, CIYKALUX JUIsl TUaTHOCTUKU U YIIPABIICHUS
paboToil ceTeBBIX YCTPOICTB;

(GUIBTPALUIO C YIETOM BXOJHOTO U BBIXOJHOI'O CETEBOT0 MHTEpdeiica Kak cpefcTBa MPOBEPKU
IIOJJIMHHOCTHU CETEBBIX aJPECOB;

(I)I/IJ'IBTpaI_[I/IIO C y4eTOM JFOOBIX 3HAYUMBIX TOJIEH CETEBBIX aKCTOB,

PETUCTpAIHIO U yIeT QUIBTPYEMbIX AKETOB (B apaMeTphl PETUCTPALIMU BKIIIOYAIOTCS aJpec,
BpEMS U pe3ysbTaT QUIbTpaIin);

UACHTHU(PHUKAIUIO U ayTeHTU(PHUKAIIUIO aIMHHUCTPATOPa MEXKCETEBOI0 HKpaHa MpH ero
JIOKAJBHBIX 3aMpocax Ha JOCTYII MO UACHTU(GUKATOPY (KOIY) U MAPOIII0 YCIOBHO-TIOCTOSTHHOTO
JIeNCTBUS,

perucTpanuio Bxoaa (BbIXo/1a) aIMUHUCTPATOPa MEKCETEBOT0 IKpaHa B CUCTEMY (U3 CUCTEMBI)
00 3arpy3Ku ¥ HHUITHATA3AIMN CUCTEMBI M €€ IIPOTPAMMHOT'0 OCTaHOBA (PErHUCTpAaIIHs BEIX0Ia
W3 CUCTEMBI HE TPOBOJIUTCSA B MOMEHTHI alapaTypHOro OTKJIFOYEHHUSI MEKCETEBOT0 IKPaHa);

pETUCTpAIHIO 3aITycKa MPOTrpaMM U MIPOIECCOB (3alaHui, 3a/1a4);

KOHTPOJIb 1IEIOCTHOCTH CBOEH MpOrpaMMHON U HHPOPMAIIMOHHO YacTH;



BOCCTAHOBJICHHE CBOMCTB MEKCETEBOI'0 9KpaHa IocJic c0OEB U 0TKA30B O60py,£[0BaHI/ISI;

perinaMeHTHOEe TeCTUPOBAHUE pealIn3alluy PpaBuil GHIBTPALUH, IPOLiecca PErUCTpaLiH,
nporecca HASHTH(PUKAINN U ayTeHTH(PHUKAIMKA aIMUHUCTPATOPa MEKCETEBOT0 SKpaHa,
IIpoLecca perucTpaluy IeHCTBUN aIMUHUCTPATOPa MEKCETEBOI0 DKpaHa, Ipouecca KOHTPOJIs
3a [EJIOCTHOCTHIO IPOTPaMMHON U HH(POPMAITMOHHON YaCTH, IPOLIETypPhl BOCCTAHOBJICHUSI.

4. MeTtoabl ¥ cIOCOOBI 3alMTHI HH(POPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA,
obecneunBaromue GyHKIUN YIPaBICHUs JOCTYIIOM, PETUCTPALlUH U y4eTa, 00ecriedeHus
LEJIOCTHOCTU M O€30MaCHOT0 MEKCETEBOT0 B3aUMOJICHCTBUS 7151 HH()OPMAIIMOHHBIX cucTeM 1
KJ1acca.

4.1. 1ns nHPOPMALMOHHBIX CUCTEM

1 xytacca npu 0JIHONOJIB30BATENILCKOM PEKUME 00PaOOTKH NEPCOHAIBHBIX JaHHBIX
IPUMEHSIOTCS CJIEIYIOLIEe OCHOBHBIE METO/IbI U CIIOCOOBI 3aIlIUThI UH(OPMALIUU:

a) yrpaJieHHE 10CTYIIOM:

I/I[[GHTI/I(i)I/IKaIII/DI 1 MMPOBEpPKa MOAJIMHHOCTH ITOJB30BATCIIA ITPHU BXOJAC B CUCTEMY 110 IIapOJItO
YCIOBHO-TIOCTOAHHOI'O IEeHUCTBUS HHHHOﬁ HEC MCHCC IICCTU 6YKB6HHO'I_[I/I(1)pOBBIX CHMBOJIOB,

0) perucTpanus u y4er:

peructpanus Bxoaa (BbIX0/1a) MOJIb30BaTENS B CUCTEMY (U3 CUCTEMBI), TMOO0 perucTpanus
3arpy3kKy 1 MHULHAIU3AUHU ONEPALIMOHHON CUCTEMBI U €€ IPOrPaMMHOI0 OCTaHOBA.
Perucrpanus BbIxoJa U3 CUCTEMBI WIIM OCTAaHOBA HE IIPOBOJUTCS B MOMEHTHI allllapaTypHOTro
OTKITIOYEHHUSI HH(POPMAITMOHHOM CUCTEMBI. B mapameTpax peructpanuy yKa3bIBarOTCs AaTa i
BpeMs BXoJia (BbIX0/1a) MOJIb30BaTENsl B CUCTEMY (M3 CUCTEMBI) MJIU 3arpy3KH (OCTaHOBA)
CHCTEMBI, pe3yJIbTaT MOMbBITKM BX0/a (yCIelIHas WIN HEeyCIIelIHasl);

perucTpanys Bb1auM MevaTHbIX (rpadMuecKux) J0KyMEHTOB Ha OyMaXKHBIH HOCUTENb. B
rapaMeTpax perucTpaliy yKa3bIBalOTCS JaTa U BpeMs BblAauu (0OpaleHus K MojicucTeMe
BBIBOJIa), KPaTKOE COJIepKaHUe JJOKYMEeHTa (HAMMEHOBaHHe, BU, KO), criennduKkanus
yCTpoiicTBa Bbljauu (JIoruueckoe UMs (HOMEp) BHEIIHETO yCTPOMCTBA);

YUET BCEX 3allIMIIACMBIX HOCHUTEICH I/IH(l)OpMaIII/II/I C MOMOMIBIO UX MAPKHUPOBKH N 3aHCCCHUEC
YYCTHBIX NAHHBIX B XXYpPHAJ YUCTa,

DyONMUpYIOMUNA yUeT 3aliIaeMbIX HocUTene nHpopmalmm;

ouncTka (00HyJIeHne, 00e3TMInBaHNE) OCBOOOKIAEMbIX 00JIacTel ONepaTUBHOM MaMsTH
MH(OPMAIIMOHHON CUCTEMBI M BHEIIHUX HOCUTENeH HHPOpMAaIuy;

B) obecrneueHue OCJIOCTHOCTH

o0ecreyeHre 1eI0OCTHOCTH MPOrPaMMHBIX CPEJICTB CUCTEMBI 3allIUThHI TEPCOHAIBHBIX JaHHBIX,
oOpabaTeiBaeMoi HHGOpPMAIUK, a TAaK)KE€ HEM3MEHHOCTh ITPOrpaMMHOi1 cpeabl. [Ipu aTom
L[EJIOCTHOCTh ITPOIPaMMHBIX CPEICTB MPOBEPSIETCS MIPH 3arpy3Ke CUCTEMBI 110 HATMUUIO UMEH
(uneHTU(UKaTOPOB) KOMIIOHEHTOB CPE/ICTB 3aLUTHI HH(GOPMAIUH, a ETOCTHOCTh
MIPOrpaMMHOM cpe/ibl 00ecTIeYMBaeTCsl OTCYTCTBHEM B MH(POPMALIMOHHOM CUCTEME CPE/ICTB
pa3paboTKH U OTJIAIKH IPOTpamMm;



¢du3nyeckas oxpaHa TEXHUYECKHX CPEACTB HHPOPMALMOHHBIX CHUCTEM (YCTPOHCTB U HOCUTENEH
uH(pOpMaLKN), peIycMaTpUBAIOIIas HOCTOSHHOE HAIMYUE OXPaHbl TEPPUTOPUH U 3aHUS;

MEpUOANICCKOC TCCTUPOBAHUC (bYHKI_[I/Iﬁ CHUCTCMBI 3allITUTHI IICPCOHAJIbHBIX JAHHBIX ITPU
U3MCHECHUU HpOFpaMMHOﬁ CpE€Abl 1 MOJIB30BaTEIICH HH(l)OpMaHHOHHOﬁ CHUCTEMBI C ITIOMOIIBIO
TCCT-IIpOrpaMM, UMUTHPYIOIUX ITOIIBITKYM HCCAHKIIMOHUPOBAHHOT'O JOCTYIIA,

HaJIM4YUC CPCACTB BOCCTAHOBJIICHUA CUCTEMBI 3alIIUTHI ICPCOHAJIbHBIX JJaHHBIX,
IpeAyCMaTPUBAONINX BEJCHNE IBYX KO IPOrPaMMHBIX KOMIIOHEHTOB CPEJICTB 3aIIUTHI
uHpOpMaLNH, UX TIEPHOANYECKOE OOHOBJICHHE M KOHTPOJIb pabOTOCIOCOOHOCTH.

4.2. 111 uH(POPMAIIMOHHBIX CUCTEM

1 KJ1acca py MHOTOIIOJIB30BATEILCKOM PEKUME 00PaOOTKH MEPCOHATBHBIX JTAHHBIX U PABHBIX
IpaBax JOCTyIa K HUM MOJIb30BaTeIeH MPUMEHSIOTCS CIEAYIONUE OCHOBHBIC METO/IBI U
CrocoOBI 3aITUThI HH(POPMAITUH:

a) yrpaJieHHE 10CTYIIOM:

UACHTU(UKAINS U TIPOBEPKa MOJIMHHOCTH MOJIb30BATENS IIPH BXOJIE B CUCTEMY T10
uaeHTH(HUKATOPY (KOY) U MapOII0 YCIOBHO-TIOCTOSIHHOTO ACHCTBHS JUTMHOW HE MEHEE IECTH
OYKBEHHO-IIU(POBBIX CUMBOJIOB;

UICHTH(UKAIUS TEXHUICCKUX CPEJICTB MHPOPMAITHOHHBIX CUCTEM U KaHAJIOB CBSI3U, BHCIITHUX
yCTPOMCTB MH(OPMALIMOHHBIX CHCTEM IO UX JIOTUYECKUM aJipecaM (HoMepam);

ueHTH(UKAIMS TPOrpaMM, TOMOB, KaTaJloroB, (paiiiioB, 3arucel, moJiei 3anuceil o uMeHam;
0) perucTpanus u y4er:

perucrpanus BXoaa (BbIXo/1a) MOJIb30BaTelNs B CUCTEMY (M3 CUCTEMBI), TMO0 perucTpanus
3arpy3Ky M HHULUAIU3AUK ONIEPAllMOHHON CUCTEMBI U €€ IPOIPaMMHOI0 OCTaHOBA.
Perucrpanus BbIxo/ia U3 CUCTEMBI WIIM OCTAHOBA HE MPOBOJIUTCS B MOMEHTHI alllapaTypHOIro
OTKJIIOYEHHUSI MH(POPMAIIMOHHON cUCTeMBl. B mapamerpax perucrpaluy yKasbIBaroTcs ata u
BpeMs BXoja (BBIX0/1a) TTOJI30BATENS B CUCTEMY (U3 CUCTEMBI) UJTH 3arpy3KHU (OCTAaHOBA)
CHCTEMBI, pe3yJIbTaT MOMbBITKH BX0/1a (yCIIEIIHasl WK HeyCIeuIHas ), UAeHTU()UKATOp (KO UiIH
(haMuIMs) OJIb30BATENS, IPEABABICHHBIN MTPU MOMBITKE JOCTYIIA;

perucrpanus Bbljaun Ne4aTHbIX (TpaduuecKrx) JOKYMEHTOB Ha OyMakKHbI HOCUTENb. B
napameTpax perucTpalnuy yKa3blBalOTCs JaTa U BpeMs BblJauu (0OpalleHus K noJcucremMe
BBIBOJIa), crieln(UKaLMsl YCTPOICTBA Bblauu (JIOTUYECKOe UMs (HOMEpP) BHELTHETO
YCTPOMCTBA), KpaTKOE CoJiepKaHue JOKYMEHTa (HauMeHOBaHue, BUJ, up, Kon),
UIACHTU(PUKATOP MOJIb30BATENs, 3aIIPOCUBIIETO TOKYMEHT;

perucTparus 3amycka (3aBepleHHs) IporpaMM U MPOLECCOB (3a1aHuil, 3a1a4),
MpeIHa3HauYeHHBIX 7151 00pabOTKM NMEePCOHAIbHBIX TJaHHBIX. B mapameTpax perucrpanuu
yKa3bIBaIOTCS J1aTa U BpeMs 3aIycka, uMs (MACHTU(HUKATOP) IpOorpaMMsl (IIpoliecca, 3a/1aHusl),
UICHTU(PUKATOP MOJIb30BATENs, 3aIPOCUBLIETO Mporpammy (pouecc, 3alaHue), pe3yiabTar
3amycka (yCHemHbli, HeyCIEeIHbIN);

perucTparys MombITOK AOCTyIa MPOrpaMMHBIX CPEJCTB (IPOrpaMM, MPOLECCOB, 3a/1a4,
3aJlaHui) K 3amuiaemMbiM ¢ainam. B mapamerpax perucrpanuu yka3bIBaloTCs AaTa U BpeMs



MIOTIBITKH JJOCTYTIA K 3aIlUIIaeMoMy (paiiily ¢ yKa3aHUEM ee pe3ylibTaTa (yCIlenHas,
HEyCHeIHasi ), HISHTH(PHUKATOp MOJIb30BaTeNsl, crenuduKanus 3amuiiaeMoro haina;

perucTpanusi MOnbITOK JOCTYIA TPOrPAMMHBIX CPEJICTB K JOMOJHUTETHHBIM 3aIIHIAEMbIM
00BEKTaM J0CTyINA (TepMUHATIAM, TEXHUYECKUM CPEACTBaM, y3JIaM CETH, JIMHUAM (KaHaJIaM)
CBSI3H, BHCIITHUM YCTPOICTBaM, MpOrpaMMam, ToMaMm, Karaioram, (aiisam, 3amucsm, MoJisiM
3amuceit). B mapamerpax perucTpaiyu yKa3plBalOTCsl 1aTa U BPeMs TIOTIBITKH JJOCTYIA K
3alIMIaeMOMy OOBEKTY C yKa3aHHEM ee pe3yibTara (yCremHas, HeyCIelHas ), BACHTU(PUKATOP
MOJIH30BaTENIs, CHIEIU(UKAIUS 3aMUIIAEMOT0 00BEKTa (JJoTHYecKoe uMs (HOMED));

yUeT BCEX 3alllMIIaeMbIX HOCUTENEeH HHPOPMALIUH ¢ IOMOIIBIO0 UX MAPKUPOBKH U 3aHECEHUE
YUYETHBIX JAHHBIX B )KypHaJ y4eTa C OTMETKOM 00 ux Bblave (mpueme);

OyOnMUpYIOMUN y4eT 3alIMIIaeMbIX HOCUTeNeH HHpOopMalny;

ouncTKka (0OHyJIeHHe, 00e3IMYMBaHUE) OCBOOOKIAEMBIX 00IacTel onepaTUBHON MaMsTH
WH()OPMAIIMOHHBIX CHCTEM M BHEITHUX HOCHTEJCH HHPOpMAIIHH;

B) o0OecrieueHue 1eJIOCTHOCTH:

obecredyeHre eJIOCTHOCTH MPOrPaMMHBIX CPEJCTB CUCTEMBbI 3alUThI IEPCOHAIBHBIX JAHHBIX,
oOpabaTtbiBaeMoil HH(OpMAIHH, a TAK)KE HEM3MEHHOCTh MMPOrpaMMHOU cpeabl. [Tpu aTom
L[EJIOCTHOCTh CUCTEMBI 3aLIUThI IIEPCOHANIBHBIX JAHHBIX IIPOBEPSAETCS MPU 3arpy3Ke CUCTEMBI 10
HAINYHIO UMEH (MACHTU(PHUKATOPOB) €€ KOMIIOHEHT, a IIEIOCTHOCTh IPOTPAMMHOMN CPEIbI
obecreynBaeTcsi OTCYTCTBHEM B MH(POPMALMOHHON CUCTEME CPENICTB pa3pabOTKHU U OTIIAAKH
IIporpamm;

¢dusnveckas oxpaHa TEXHUYECKHX CPEACTB MHPOPMAITMOHHOW CUCTEMBI (YCTPOMCTB U
HocuTenel nHdopMaIum), npeycMaTprBarolias IOCTOSTHHOE HaJIMYUe OXPaHbl TEPPUTOPHH U
3/1aHMS;

MEePUONYECKOE TECTUPOBAHUE (DYHKIIMI CUCTEMBI 3aIMThHI IEPCOHATBHBIX JaHHBIX IPU
M3MEHEHUH POTPaMMHOMN Cpeibl U M0JIb30BaTesIe HHPOPMALIMOHHOM CUCTEMBI C TOMOUIbIO
TECT-IIPOrpamMM, UMUTUPYIOIIMX MONBITKH HECAHKIIMOHUPOBAHHOTO JOCTYIIA;

HaJIMYUe CPEICTB BOCCTAHOBJIEHHS CUCTEMBI 3aLIUTHI IEPCOHAJIBHBIX JAHHBIX,
IpelyCMaTPUBAIOIIUX BEJIEHUE IBYX KON IPOrpaMMHBIX KOMIIOHEHTOB CPE/CTB 3alllUThI
uHpoOpMaInH, UX epHOANYECcKOe OOHOBJIEHNE U KOHTPOJIb pabOTOCIOCOOHOCTH.

4.3. 111 "HPOPMALIMOHHBIX CUCTEM

1 kjacca mpy MHOTOMOJIB30BATENBCKOM peXUMe 00pabOTKH NEPCOHATBHBIX IaHHBIX U Pa3HbIX
MpaBax JIOCTYIa K HUM TOJIb30BaTelIe MPUMEHSIOTCS CIIETYIONIEe OCHOBHBIE METO/IBI
CIOCOOBI 3aIIUTHI HTHPOPMAIUH:

a) yrpaBJIeHHUE JOCTYIIOM:

UACHTUDUKAINS U TIPOBEPKa MONTMHHOCTH MOJIE30BATENSI IIPH BXOJIE B CUCTEMY T10

UACHTUDUKATOPY (KOAY) U MAPOJIIO YCIOBHO-TIOCTOSIHHOTO IEHCTBHS JUIMHON HE MEHEee [IECTH
OYKBEHHO-IIU(POBBIX CUMBOJIOB;



UICHTH(DUKAIUS TEPMUHAIOB, TEXHUYECKUX CPEJICTB, Y3JIOB CETH, KAHAJIOB CBSI3U, BHEIITHUX
YCTPOMCTB IO JIOTHYECKUM UMEHAaM;

UICHTH(UKAIUS TPOTpaMM, TOMOB, KaTajoros, (haiiyioB, 3amuceid, moJiei 3amucei o uMeHawm;

KOHTPOJIb IOCTYyIIa I0JIb30BaTeNEeH K 3alUIIaeMbIM pecypcaM B COOTBETCTBUM C MaTpULIEH
JOCTYIa;

0) perucTpanus u yuer:

peructpanus BxoJia (BbIX0/1a) MOJIb30BaTECH B CUCTEMY (M3 CHCTEMBI), THOO0 pErUCTpaIUs
3arpy3Kd ¥ MHUIMAIU3AUK ONIEPAllMOHHOM CUCTEMBI U €€ IPOrPaMMHOI0 OCTaHOBA.
Perucrpanus BbIxo/a U3 CUCTEMBI WIIM OCTAHOBA HE IMPOBOJUTCS B MOMEHTHI allllapaTypHOIO
OTKJIIOYEHHUSI MH(MOPMAILIMOHHON cUCTeMBl. B mapamerpax perucrpanuy yKasblBaroTcs ata u
BpeMs BXoja (BbIX0/1a) MOJIb30BATENS B CUCTEMY (U3 CUCTEMBI) UJTU 3arpy3KHu (OCTaHOBA)
CHCTEMBI, pe3yJIbTaT MOMbITKH BX0J1a (yCIIEIIHas WIN HEeyCIeUIHas), UACHTU(UKATOP (KO UIIH
(bamuTus) MoIb30BaTENs, IPEIBSIBICHHBIN MPH MOMBITKE JTOCTYIIA, KO MU MapOJIb,
IPEIbSIBICHHBIN IPU HEYCIIEIIHOM OIBITKE;

perucTparysi BbIauH MevYaTHbIX (rpaduuecKuX ) JOKYMEHTOB Ha OyMaXKHbIH HOCUTENb. B
napamMeTpax perucTpamnuy yKa3bIBalOTCS JlaTa U BpeMs BbIJaud (0OpaiieHus K moJCHCTEME
BBIBOJIA), crienn(UKaIKsl YCTPOICTBA BhIAaun (JIOTUYECKOe UMs (HOMEp) BHELTHETO
YCTPOHCTBA), KpaTKOE COIepKaHue TOKYMEHTa (HauMeHOBaHuUE, B, (P, KOX),
UACHTU(DUKATOP MOJIL30BATEIIS, 3aIIPOCUBIIIETO JOKYMEHT;

perucTpanus 3amycka (3aBepiieHus ) IporpamMm NporeccoB (3aJanui, 3a1a4), IpeAHa3HauYeHHBIX
111 00pabOTKY MEePCOHANBHBIX IaHHBIX. B mapamerpax perucrpanuu yKka3blBaroTcs ata v
BpeMs 3aIrycka, uMsl (MACHTU(UKATOP) IPOTpaMMBI (TIporiecca, 3aJaHus ), HIeHTH()HUKATOp
MI0JIb30BATEJIs, 3aIIPOCUBILIETr0 MporpaMmy (TMpoluecc, 3aJlaHue), pe3yabTar 3amycka (yCHemHbli,
HEYCIICIIHBIN);

perucrpanus MonbITOK AOCTYyIa IPOrpaMMHBIX CPEICTB (MpOorpaMm, MpoLEccoB, 3a1ad,
3aJJaHMi) K 3alluIIaeMbIM ¢aiinam. B mapamerpax perucrpanun ykasblBaloOTCs JaTa U BpeMs
MOMBITKU JIOCTYTIA K 3allliiaeMoMy (ailiy ¢ ykazaHueM ee pe3ynbrara (ycreunHas,
HeyCHelHas ), HIeHTUPHUKATOP MOJIb30BaTeNsl, cenudukanus 3amumuiaeMoro daina;

perucTpanysi MONbITOK AOCTYIAa IPOrPAMMHBIX CPEJCTB K JOMOJIHUTEIBHBIM 3aIIHUIIAEMBIM
o0BEeKTaM J0CTyIa (TepMUHANIAM, TEXHUYECKUM CPEJICTBaM, y3JaM CETH, JIMHUAM (KaHaslaM)
CBSI3U, BHELIHUM yCTpPOICTBaM, MporpaMmam, ToMaM, Katajoram, ¢aitiam, 3anucsam, noasm
3anuceit). B mapameTpax perucrpaiuu yka3blBaloTcs JaTa U BpeMsl MOIBITKY J0CTyIa K
3alMIaeMoOMy OOBEKTY C yKa3aHHEM ee pe3yibTara (ycleuiHas, HeycrenHas ), i1eHTUGUKaTop
10JIb30BaTes, criennuKalms 3alunaeMoro o0beKTa (JJorudyeckoe uMs (HoMep));

yUeT BCeX 3allUINAaeMbIX HOCUTENIEH HH(POPMAIK ¢ TTOMOIIBIO X MAPKUPOBKU U 3aHECEHHE
YUETHBIX JaHHBIX B )KypHaJ yuyeTa c OTMETKOM 00 uxX Bblaye (mpueme);

ouncTka (00HyJIeHne, 00e3TMInBaHNE) OCBOOOKIAaEMbIX 00JIacTel OnepaTUBHOMN MaMsATH
MH(OPMAIIMOHHON CUCTEMBI M BHEIITHUX HAKOIIUTENCH;

B) oOecrieueHne 1eTOCTHOCTH:



o0ecreyeHre eI0CTHOCTH MPOTPaMMHBIX CPEJICTB CUCTEMBI 3aLIUThI IEPCOHATBHBIX JAHHBIX,
oOpabarbiBaeMoil HH(OpMAINH, a TAKXKE HEM3MEHHOCTh MPOrpaMMHON cpeabl. [Tpu aTom
LIEJIOCTHOCTb CUCTEMBI 3aIlIUThI IEPCOHATIBHBIX JAHHBIX MPOBEPSIETCS IPU 3arpy3Ke CUCTEMBI 110
KOHTPOJIbHBIM CYMMaM KOMIIOHEHTOB CHCTEMBI 3aIIUTHI, a IEJIOCTHOCTh POTPAMMHOMN CPEIbI
o0ecreynBaeTcsi UCII0JIb30BaHUEM TPAHCIIATOPOB C SI3bIKOB BBICOKOTO YPOBHSI U OTCYTCTBUEM
cpeAcTB MOAU(HUKAIIH 00BEKTHOTO KOJIa MPOrpaMM B Iporiecce 00padOTKU U (W) XpaHESHUs
[IEePCOHAJIbHBIX JIaHHBIX;

(du3nyeckas oxpaHa TEXHUUECKUX CPEICTB MHPOPMAIIMOHHOM cucTeMbl (YCTPOUCTB U
HocHTeNel nHpopManyn), MpeayCMaTPUBAIOIIAsE KOHTPOJIb TOCTYIA B TOMEIICHUS
ITOCTOPOHHUX JIML, HAJTMYNE HAJEKHBIX TPENATCTBUN JJIs1 HECAHKIIMOHUPOBAHHOT O
MIPOHUKHOBEHUS B IOMEIIEHUS ¥ XPAHUIIUIIE HOCUTEICH HHPOpMAITUH;

MEpUOANICCKOC TCCTUPOBAHUC (1)YHKI_[I/H71 CHUCTCMBbI 3allITUTHI NIEPCOHATIbHBIX NAHHBIX ITPU
U3MCHECHUU HpOFpaMMHOﬁ CpE€abl 1 MIOJI30BaTEIICH HH(i)OpMaHHOHHOfI CHUCTEMBI C IIOMOIIBIO
TECT-TIpOTrpaMM, UMUTHUPYIOIIHX HOIIBITKW HECCAHKIIMOHUPOBAHHOI'O JOCTYIIA,

HaJIMYUe CPEJICTB BOCCTAHOBJICHUS CUCTEMBI 3alIUTHI TICPCOHABHBIX JAHHBIX,
MIPEeIyCMATPUBAIONIUX BEJICHUE IBYX KOIUU MIPOrPaMMHBIX KOMIIOHEHTOB CPE/ICTB 3aIIHUTHI
nHpOpMAIINH, X TIEPHOAUMYECKOE OOHOBJICHHE M KOHTPOIIb pa00TOCIIOCOOHOCTH.

4.4. Be3onacHOE MEXKCETEBOE B3aUMOJICHCTBUE TSI HHPOPMAITMOHHBIX CUCTEM

1 KiTacca mpy UX MOAKITFOUECHUH K CETSIM MEKIYHAPOTHOTO HH()OPMAIIMOHHOTO 0OMEHa
JOCTHTaeTCs MyTEM MPUMEHEHUS CPEIICTB MEKCETEBOTO SKPAaHUPOBAHUS, KOTOPHIE
00eCTIIeUNBAIOT BBHITTOJIHEHUE CIICAYIOMNX () yHKITHIA:

(GUIBTPaLKIO HA CETEBOM YPOBHE JUISL KAXKIOTO CETEBOTO MAaKeTa He3aBUCUMO (pEIIeHHEe O
GbuIbTpauU MPUHUMAETCSI HA OCHOBE CETEBBIX aJIPECOB OTIPABUTEINS U MOTydaTeNs WU Ha

OCHOBE JIpYTUX 3KBUBAJICHTHBIX aTpHOyTOB);

(GUIBTPALMIO TAKETOB CIY>KEOHBIX MPOTOKOJIOB, CIIYKALUX JUIsl TUAarHOCTUKU U YIIPABIICHUS
paboToil ceTeBBIX YCTPOICTB;

(GUIBTPALUIO C YIETOM BXOJHOTO U BBIXOJHOI'O CETEBOTO MHTEpPeiica Kak cpefcTBa MPOBEPKU
ITOJUIMHHOCTH CETEBBIX aJIPECOB;

(I)I/IJ'IBTpaI_[I/IIO C y4eTOM JFOOBIX 3HAYUMBIX TOJIEH CETEBBIX MaKCTOB,

(I)I/IJ'IBTpaI_[I/IIO Ha TPAHCIIOPTHOM YPOBHEC 3aIlIpOCOB Ha YCTAHOBJICHUEC BUPTYAJIbHBIX COCHHHCHHP’I
C Y4€TOM TPAHCIIOPTHBIX aAPCCOB OTIIPABUTECIIA U IMOJIYUATCIIA,

(GuIbTpalUIO HA MPUKIIATHOM YPOBHE 3alPOCOB K MPUKJIAJHBIM CEPBUCAM C YIETOM
MIPUKJIAHBIX aPECOB OTIIPABUTENS U ITOJIydaTels;

(UITBTpAIUIO ¢ YUETOM JaThl U BPEMEHH;

ayTeHTU(UKALNIO BXOAAIIUX U UCXOASIINX 3aIIPOCOB METO/IaMHU, YCTOMYUBBIMH K TACCUBHOMY
U (MIM) aKTUBHOMY IPOCITYIIMBAHUIO CETH;

pEerucTpanmio 1 yueT puiabTpyeMbIX MaKkeToB (B MapaMeTpbl PETUCTPALIMK BKIIIOYAIOTCS apec,
BpeMs U pe3ysbTaT GUIbTPALIUN);



PEruCTPaLMIO U YYET 3alPOCOB Ha YCTAHOBIICHUE BUPTYAJIbHBIX COCUHEHU;
JIOKAJIbHYIO CUTHAJIM3ALUIO TIONBITOK HAPYIIEHUS MPaBWII (QUIIbTPALINY;

UIEHTU(DUKAITUIO U ayTEHTU(UKAITUIO aIMUHHACTPATOPA MEKCETEBOI0 dKpaHa MPH €ro
JIOKAJBHBIX 3alpocax Ha JIOCTYII 10 UACHTUDUKATOPY (KOIY) U MAPOJII0 YCIOBHO-TIOCTOSTHHOTO
JICHCTBUS,

IIPEJOTBPALLEHUE AOCTYIIa HEUACHTU(PHUIIMPOBAHHOTO IIOJIb30BATENS WM [10JIb30BATE,
MOJUTMHHOCTH MJICHTH(PHUKALMU KOTOPOTO MPU ayTeHTU(UKALIMN HE TOATBEPAMNIIACE;

UACHTU(DUKAIMIO U ayTeHTU()UKALMIO aIMUHICTPATOPA MEKCETEBOT0 SKpaHa MPHU €ro
yJIaJICHHBIX 3aIIpOcax METOJaMH, YCTOWYMBBIMU K TACCHBHOMY U aKTUBHOMY IIEpEXBaTy
uH(pOpMAIINH;

perucTpanuio Bxo/ia (BbIxoa) aIMUHUCTPATOPA MEKCETEBOI0 SKpaHa B CUCTEMY (U3 CHCTEMBbI)
mu00 3arpy3KH U MHUIMAIN3AIUN CUCTEMBI U €€ TPOrPaMMHOT0 OCTaHOBA (PETUCTpaLKs BEIXOAA
W3 CHCTEMbI HE TTPOBOJIUTCSA B MOMEHTHI alnapaTypHOro OTKIFOYSHHUS MEKCETEBOTO IKPaHa);

pErUCTpalrIo 3amycka MporpaMM U MPOLEccoB (3aaHui, 3a1a4);

PETHCTPALNIO JEHCTBHS aIMUHUCTPATOPA MEKCETEBOTO SKpaHa 10 N3MEHEHHIO TPaBHJI
¢bunpTpanuy;

BO3MO>XHOCTb IUCTAHIIMOHHOT'O YIIPaBJICHUSI CBOUMU KOMIIOHEHTaMH, B TOM YHUCJIE
BO3MOKHOCTb KOH(UT'YpUPOBaHUS (PUIBTPOB, IPOBEPKH B3aMMHOI COTIaCOBAaHHOCTH BCEX
(GUIBTPOB, aHAIM3a PETUCTPALIMOHHON HH(pOpMaIHH;

KOHTPOJIb NCJIOCTHOCTU CBOCH HpOFpaMMHOﬁ n I/IH(1)OpMaI_II/IOHHOI\/’I HacCTu,

KOHTPOJIb NCJIOCTHOCTU HpOFpaMMHOﬁ )51 I/IH(1)OpMaLII/IOHHOI>’I JaCTHU MCKCETCBOI'O 3KpaHa I1o
KOHTPOJIbHBIM CYMMaM;

BOCCTAHOBJICHHE CBOIICTB MEKCETEBOTO OKpaHa 110CJIie cOOEB U OTKA30B O60py210BaHI/I${;

permaMeHTHOE TECTUPOBAHKE peallu3alluy MpaBil GUIBTPAIUH, IPOLIECCa PErHCTpallii,
nporiecca UACHTUPUKAIUYA U ayTeHTU(UKAITUHU 3alIPOCOB, MpoIiecca UICHTUPUKAINY U
ayTeHTU(UKALNY aAMHHICTPATOPa MEKCETEBOT0, SKpaHa, Mpoliecca perucTpaluu 1eHCTBUI
aJIMMHHCTpaTOpa MEXCETEBOr0 FKpaHa, Ipoliecca KOHTPOJI 3a LEI0CTHOCTHIO MPOTrPaMMHOM U
MH(OPMAIIMOHHON YacTH, MPOIIETyPbl BOCCTAHOBIICHHUSI.

5. AHanu3 3aIIUIIEHHOCTH POBOAUTCS JIJIs paclpeieIeHHbIX HH()OPMAIIMOHHBIX CUCTEM U
MH(OPMALIMOHHBIX CUCTEM, MOAKIIOYEHHBIX K CETAM MEXIYHAPOIHOTO HH(POPMAITHOHHOTO
oOMeHa, MyTeM MCMOIb30BAHUS B COCTaBE MH(POPMALIMOHHOMN CUCTEMBI TPOrPAaMMHBIX WIH
MIPOrpaMMHO-AIIaPaTHBIX CPEACTB (CUCTEM) aHAJIM3a 3aIlUIIEHHOCTH.

CpenctBa (cucTeMbl) aHaIM3a 3alIUIIEHHOCTH JOHKHBI 00€CeunBaTh BO3MOKHOCTD BBISBIICHUS
YA3BUMOCTEMH, CBA3aHHBIX C OLIMOKaMHU B KOH(UTYpAIlUH IPOrPaMMHOI0 00ecriedeHus
MH(OPMALIMOHHON CUCTEMBI, KOTOPBIE MOT'YT OBITh UCIOJIb30BaHbl HAPYIIUTEIEM IS
peanu3alnyy aTaku Ha CUCTEMY.



6. OOHapyxeHue BTOPKEHUN MPOBOJUTCS 11 MH)OPMAIIMOHHBIX CUCTEM, MTOAKIIOUCHHBIX K
CeTAM MEXIYHApOIHOT0 HH(OPMAIIMOHHOTO OOMEHA, ITyTeM HCII0JIb30BaHUs B COCTABE
UH(POPMAIIMOHHOW CHCTEMbI IPOTPAMMHBIX HJIH IPOTPAMMHO-AIIAPaTHBIX CPEACTB (CHCTEM)
oOHapyKCHHSI BTOPKECHUH.

7. st unopMaIiMOHHBIX CUCTEM | Kilacca MPUMEHSETCs MPOrpaMMHOE 00ecTIeYeHNE CPEICTB
3aIuThl HH(GOPMALIUU, COOTBETCTBYIOIIEE 4 YPOBHIO KOHTPOJISL OTCYTCTBHS
HEJEKIapUPOBAHHBIX BO3MO)KHOCTEM.



